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******************************* Begin first set of changes **********************
G.2
LTE-WLAN aggregation security
G.2.1
Protection of the WLAN Link between the UE and the WT

The WLAN communication established between the WLAN AP and the UE shall be protected using the IEEE 802.11[39] security mechanisms. The security key for protecting the over the air WLAN link is computed from the current UE – eNB security context. Security protection within the WLAN network between WT and WLAN AP is out of scope for 3GPP.
When the eNB initially establishes LWA with the UE through a WT for a given AS security context shared between the MeNB and the UE, the eNB generates the S-KWT for the WT and sends it to the WT over the Xw. The same S-KWT is also generated by the UE.

To generate the S-KWT, the eNB shall use a counter, called a WT Counter. The WT Counter shall be incremented for every new computation of the S-KWT as described in the clause G.2.4. The WT Counter is used as freshness input into S-KWT derivation as described in the clause G.2.4, and guarantees, together with the other provisions in the present clause G, that the same S-KWT is not re-used with the same input parameters as defined in Annex B of the present specification. The latter would result in key-stream re-use. The eNB shall send the value of the WT Counter to the UE over the RRC signalling path when it is required to generate a new S-KWT. 

To establish WLAN security, the UE and WT shall use the key S-KWT as equivalent to either the PMK or PSK defined in IEEE 802.11 specification.   
To use S-KWT as PMK, the UE shall initialize the PMKSA described in [39] section 11.5.1.1.2 with PMKID set to Truncate-128(HMAC-SHA-256(PMK, "PMK Name" || AA || SPA)), where AA = WLAN AP MAC address and SPA = UE MAC address and start the 4-way handshake on the WLAN link between the UE and the WLAN AP by sending association request with PMKID Information Element included in the request. In case PMKID is not found at the WLAN AP (e.g, AP is not collocated with the WT or AP does not support receipt of S-KWT from WT and initialization of PMKSA), the AP may start EAP authentication by sending EAP Identity Request. A method for the UE and the WT to install PMK and initialize PMKSA from S-KWT at such a WLAN AP is described in clause G.3. 

To use S-KWT as PSK, the WT should support PSK AKMs suites 2 and 6 described in [39] clause 9.4.2.25.3. The UE should use the PSK to start the 4-way handshake.

NOTE:
The combination of UE WLAN MAC address and exposure of the IMSI in the same context could impact user privacy. It is left to the implementation to mitigate the UE privacy risk, subject to regional/national regulatory requirements.
***************************************** Begin next set of changes ***********************

G.3 Method for installing PMK 

An existing IEEE 802.1x compliant AP may not support receiving S-KWT from WT and using it as the PMK. In order to support LWA with existing WLAN deployments with such APs, the UE and the WT may leverage the existing EAP authentication procedures at the AP to install PMK and create PMKSA. A 3GPP vendor specific EAP authentication method for LWA, herein after referred to as EAP-LWA, is described in this clause. 

NOTE: In order to use EAP-LWA as a vendor specific EAP method, the existing 3GPP Vendor-Id of 10418 registered with IANA under the SMI Private Enterprise Code registry is used. 

In this method, the WT maintains an association of the current UEs instructed to use LWA offloading by an eNB, and the assigned S-KWT for that UE. A new UE identity called the LWA-ID is used to identify the UE to the WT and is derived as shown in step 3 of figure G.x and is known by the UE and WT. If the WLAN AP does not have the PMK (S-KWT), upon receipt of EAP-Identity Request message from the WLAN AP, the UE sends an EAP-Identity Response message to the AP with an NAI with realm portion including the identifier of the WT where the S-KWT can be found and the LWA-ID as the user portion of the NAI. The AP routes the EAP-Identity Response message to the WT identified by the realm. Upon receipt and successful identification of the UE, the WT initiates EAP-Request Challenge to the UE to perform successful EAP authentication between the UE and WLAN AP and the installation of the PMK at the WLAN AP. 

[image: image1.emf]WLAN Access Network

WLAN AP UE WT

eNB

4. Derive PMKID from S-K

WT

to 

start WLAN association

5. Association Request (PMKID)

6. PMKSA with PMKID not found 

7. Association Response

8. Initiate EAP authentication  

9. EAP-REQ / Identity

10. EAP-RSP / Identity (LWA-ID@realm)

11. AAA (EAP-RSP / Identity 

(LWA-ID@realm))

1. WT Addition Request (UE 

MAC Addr, S-K

WT

)

2. WT Addition Request Ack

3. Derive UE’s LWA-ID  

associated with S-K

WT

12. Start EAP-LWA if LWA-ID exists; 

otherwise send EAP failure

13. AAA (EAP-REQ / 

LWA-Challenge(ASNonce))

14. EAP-REQ / 

LWA-Challenge(ASNonce))

15. Select STANonce; Derive 

AUTHRES and MSK

16. EAP-RSP / LWA-Challenge (STANonce, 

AUTHRES) 

17. EAP-RSP / LWA-Challenge 

(STANonce, AUTHRES) 

18. Derive MSK

19. AAA (EAP-Success (MSK))

20. EAP-Success

22. WT Association Confirm

21. 4-Way  Handshake


Figure G.x: 3GPP vendor specific EAP-LWA method
1) When eNB wants to start LWA for the UE, it sends WT Addition Request to the WT. This request includes the UE MAC address and the S-KWT.

2) WT acknowledges the receipt of WT Addition request.

3) WT sets LWA-ID to SHA256 (S-KWT, UE MAC addr, “3GPPLWA Identity”)) and associates with the received S-KWT.

4) After receiving command from eNB to start LWA and deriving S-KWT, the UE derives PMKID as specified in clause G.2.1.

5) UE includes the PMKID in the WLAN Association Request.

6) The PMKSA associated with PMKID is not found at the WLAN AP.

7)  The WLAN AP responds with WLAN Association Response, omitting the PMKID that is not found at the AP.

8) WLAN AP initiates EAP authentication.

9) WLAN AP sends EAP-Identity Request message.

10)  The UE responds with EAP-Identity Response message with the LWA-ID@realm as the UE identity for EAP-LWA. The LWA-ID and realm are set as follows: 

 LWA-ID = SHA256 (S-KWT, UE MAC addr, “LWA Identity”);

realm = lwa.wtid<WTID>.mnc<MNC>.mcc<MCC>. 3gppnetwork.org; 

WTID = E-UTRAN Cell Identity (ECI) of eNB;

MNC = MNC of Serving Network PLMN Identity;

MCC = MCC of Serving Network PLMN Identity.

11)  WLAN AP uses the realm and routes the EAP-Identity response to WT as AAA message.

12)  WT uses LWA-ID to locate the S-KWT. If LWA-ID is not found, the WT sends EAP-Failure message, terminating the WLAN associtation.

13)  WT initiates EAP-LWA, by sending AAA EAP-Request/LWA-Challenge message, by including a 128-bit random nonce, ASNonce.

14)  AP forwards the EAP-Request/LWA-Challenge message to the UE.

15)  UE selects a 128-bit random nonce,  STANonce, and derives AUTHRES and MSK as follows: 

 AUTHRES = SHA256 (S-KWT, ASNonce, STANonce, “LWA AUTHRES”);

MSK = SHA256 (S-KWT, ASNonce, STANonce, “LWA MSK Key Derivation”).

16)  UE sends EAP-Response/LWA-Challenge message with STANonce and AUTHRES.

17)  WLAN AP forwards the EAP-Response/LWA-Challenge AAA message to WT.

18)  WT derives AUTHRES and MSK as specified in step 15) and compares it with the received AUTHRES. If they are same, EAP-LWA authentication is successful, and proceeds to step 19). Otherwise EAP-Failure message is sent, terminating WLAN association procedure.

19) WT sends EAP-Success with MSK as AAA message to WLAN AP.

20)  WLAN AP sends EAP-Success.

21)  Upon receiving EAP-Success, the UE and WLAN AP perform 4-way handshake and complete WLAN association.

22)  WT sends WT Association Confirm message to the eNB, confirming successful WLAN association of the UE. Note that WT may send this message anytime after step 19).
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